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Chapter 1 Quick Installation Procedures for SEP on Windows 2000

Server

This chapter provides the installation procedures for Self-Evaluation Platform (SEP)
under Windows 2000 Server. Other than Windows 2000 Server, the SEP can be installed in the

following operating systems:

*  Windows NT 4.0 Server

*  Windows NT 4.0 Workstation
*  Windows 2000 Professional

*  Windows 2003 Server

*  Windows XP

* RedHat Linux 9.0

For detailed information, please refer to relevant Appendix(ices).
The following are three major steps involved in the installation procedures:
*  Pre-Installation Checklist

o Installation of SEP
o Post-Installation Checklist

© Copyright 2005 Education and Manpower Bureau Page 5



SEP-Administrator Manual Version 2.0

1.1 Pre-Installation checklist
This section describes the pre-installation tasks such as identifying hardware
requirements and gathering the necessary installation information that the Administrator should
perform before moving onto the installation.

1.1.1 Minimum and Recommended Hardware Requirements

To ensure adequate performance, make sure that the computer on which you install the

SEP meets the following hardware requirements:

Minimum Configurations Recommended Configurations

CPU: Intel PIII 450

Memory: 256M RAM

Hard Disk: 5G disk space

Display Card: VGA compatible

Network Card: Intel interface 10/ 100M
network card

Keyboard and mouse

CPU: Intel PIIT 1G or above

Memory: 512M RAM

Hard Disk: 5G disk space

Display Card: VGA compatible

Network Card: Intel interface 10 /
100M network card

Keyboard and mouse

Table 1.1: Hardware Configurations

1.1.2 Installation of Necessary System Patch(es) and Browser

Please install Windows 2000 service pack 4.0 or above. It is always recommended to

install the latest service pack and update security patches. For detailed operations, please refer

to Microsoft website (http://windowsupdate.microsoft.com).

The necessary browser for the SEP is Internet Explorer (IE) 5.5 or above.

1.1.3 Checking for Other Recommended Software

It is always recommended to install Anti-Virus software and update the latest virus

signature on the computer which you install the SEP.
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1.1.4 Network Configuration checking

The SEP package is using port 80 for Apache HTTP server. The Administrator is advised
to disable the IIS service to make sure that port 80 is available for Apache HTTP server. If the
SEP server is using the IIS service for other purposes, the Administrator is advised to modify
the Apache HTTP server port to 8080. For detailed procedures, please refer to Appendix E.

A static IP address should be assigned to the computer in which you the SEP is installed.
If the SEP server is designed for Internet access, it must be protected by a firewall and assigned

to a routable IP address.

1.1.5 Reference site for checking Licensing Issue on Operating System

Windows 2000 server supports two licensing modes: Per Server and Per Seat. In Per
Server mode, Client Access Licenses (CALs) are assigned to a server. In Per Seat mode, each
computer that accesses the Windows 2000 server computer requires a separate CAL. For
detailed information, please refer to  Microsoft Product licensing website

(http://www.microsoftvolumelicensing.com/userights/).
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1.2 Installation of SEP

Once all the necessary components for the SEP installation have been verified, the

Administrator is ready to begin the SEP installation process.

1.2.1 Installing SEP

Step 1:  Download the SEP

1) Login to the Windows 2000 Server as an Administrator, or as a user with administration
rights to the Windows 2000 Server.

2) Invoke Internet Explorer and enter the URL “http://www.emb.gov.hk/sep/eng” (English
interface) or "http://www.emb.gov.hk/sep/chin” (Chinese interface).

3)  Click the “School SEP Package Download” button.

4)  Download the full SEP installation program (i.e. setup — v1.0.0.exe) and save it to your

computer desktop.

The Self-evaluation Platform (SEF) on Information Technology in Education (ITEd) for schools is a web-
based platform for individual schools to conduct self-evaluation of their performance | progress in
ITEd. Schools can use or adapt the sample surveys disseminated through the system cor create
school-based surveys in accordance with the evaluation goals or targets set out in their Information
Technology {IT) plans.

'jm =

Home | What's New | SEP Om'* | School SEP &Elﬁﬁ Dcrnload | lanua]s IEAQs | TTE Crverall Stody (19982003) | Reference

Figure 1.0 EMB SEP website

Step 2:  SEP installation

1) Double-click on the setup — v1.0.0.exe, a warning message then appears as shown in Figure
1.1.

2) In the warning message dialog box, click the “OK” button to continue. (Warning: If there is
Apache or MySQL installed in the machine, please click “Cancel” button to abort SEP

installation.)
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i ]
ShElT{EAR 85 T Eub_EFRaEcEE Apache B Mva0L = (5 ' #EHE

Pleaze ensure that there iz no Apache or MyE0L installed in the servertworkstation. (Click Yes'to continne)

Figure 1.1: Warning Message

3) On the License Agreement page (Figure 1.2), click ‘I Agree’ button if you accept all terms
of SEP License Agreement.

: fig SEP Setup: Liense & greement == BT |

_ Please rewviem % license agreement before installing SEP. If wou accept all
_ ‘_-" kerms of the agreement, click I Aagree,

Self-evaluation Platform (3EF) License, Yersion 1.0 -

Copyrright () 2005, Education and Manpower Bureaw All rights
teserved.

End-User License Agreement

W ou tmay ot copy, modify, sublicense, of distribute the Program
except as expressly provided under this License. &)y attempt
otherwize to copy, modify, sublicense or distribute The Program is
wold, and will automatically terminate sour rights under this License.

Herarrazrar snastian irdan harra vanaitrad frrsian ar svicddo feoem r 2 I

-
Cancel | fullsoft Install Systen v 203 |
|

Figure 1.2: SEP License agreement

4) The Setup program will install SEP in a default folder, as shown in Figure 1.3.
Click “Install” button.
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|’|u'~EI SEP Setup: Installation Folder ;l_lﬂ

Setup will install SEP in the Following Folder, Toinstall in a different folder,
o click Browse and select anather Falder, Click Inskall ko start the inskallation,

Destination Falder

Browse, ..

Space reqguired: 0,0KE 3
Space available: 3.1GE

Zancel < Back Inskall

Figure 1.3: Installation folder

Note: The Administrator can change the destination folder by clicking on “Browse’ button.

SEP is starting to install, as shown in Figure 1.4.

jig- SEP Setup: Installing - 0] x|
Execute: msiexec /i "C:\Program Files\SEP) apache_2.0.52-win32-x86-no_ss
=F HHHE

Figure 1.4: SEP is installing
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5) On the Apache installation page (Figure 1.5), click “Next” button.

i@ Apache HTTP Server 2.0 - Installation Wizard x|

Welcome to the Installation Wizard for
Apache HTTP Server 2.0.52

The Installation Wizard will allow vou to modify, repair, or
remove Apache HTTP Server 2.0.52. To continue, click Mext,

Cancel

< Back

Figure 1.5: Apache HTTP server installation screen

6) On the Apache License page (Figure 1.6), select “I accept the terms in the license

agreement” and then click the “Next >” button.

jizr Apache HTTP Server 2.0 - Installation Wizard x|

License Agreement

Please read the Following license agreement carefully,

Apache License il
Version 2.0, January 2004
http:/iwww.apache.orglicenses/
TERMS AND COMDITIONS FOR USE, REPRODUCTION, ARD DISTRIBUTION

1. Definitions.

5"Li|:ense" shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 ofthis document.

¢ I accept the kerms in the license agresment

Imstallsthield X |

< Back Mext = I Cancel

Figure 1.6: Apache HTTP server License Agreement
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7)  On the Apache information screen (Figure 1.7), click the “Next >” button.

iz Apache HTTP Server 2.0 - Installation Wizard |

Read This First

Read this Before Funning Apache on Windows,

Apache HTTP Sernver -

What i it?

The Apache HTTF Server is a powerful and flexible HTTPM 1 compliantweb senver.
Qriginally designed as a replacement for the RCSAHTTP Semer, it has grown to be
the most popularweh server on the Internet. As a project of the Apache Software
Foundation, the developers aim to collaboratively develop and maintain a robust,
commercial-grade, standards-hased serverwith freely available source code.

The Latestersion
Details ofthe latestwersion can be found on the Apache HTTP server project page

under:
hitpeirhttnd. apache orgl
InstallShisld
< Back II et = II Cancel |
E

Figure 1.7: Apache HTTP server information screen

8) Enter the information as shown below (Figure 1.8):

Network Domain: The domain name, for example www.school ABC.edu.hk.
Server Name: The name of the server on which the SEP is installed, for
example www.schoolABC.edu.hk.

Administrator s email address: A valid email address for the Administrator.

Select “For All Users, on Port 80, as a Service — Recommended”.

Click the “Next > button.
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jii? Apache HTTP Server 2.0 - Installation Wizard |

server Information

7 Flease enter your server's information,

Metwork Domain (e.g. somenet, com)

IschonIF\BC.edu.hk

Server Mame (8.q. Wi, somenet, com):

Iwww.schquABC.edu.hk

Administrator's Email Address (e.g. webmaster@somenet. com):

IAdministratDr@schDDlF\BC.edu.hkl

nsCall Apache ey er £, U programs and Shortcuts o,

I ¢ for All Users, on Port 80, as & Service -- Recommended, I
only For the Current User, on Port 8080, when starked Manually,

Installshield |
< Back I Mext = I I Cancel

Figure 1.8: Apache HTTP Server information screen

9) On the Apache Setup Type page (Figure 1.9), select “Typical” and then click the “Next >”

button.

jid Apache HTTP Server 2.0 - Installation Wizard |

Setup Type

8Chcu:se the setup bype that best suits your needs,

Flease select a setup tvpe,

{* Typical
Typical program Features will be installed, (Headers and Libraries
for compiling rodules will not be installed. )

Choose which program Features you want installed and where they
will be installed, Recommended for advanced users,

Installshield

Figure 1.9: Setup Type for Apache HTTP server installation
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10) On the Apache Ready to Install the Program page (Figure 1.10), click “Install” button.

i Apache HTTP Server 2.0 - Installation Wizard x|

Ready to Install the Program
The wizard is ready to beqgin installation.

Click, Inskall to begin the installation,

If wou wank ko review or change any af wour installation settings, ciick Back, Click Cancel ko
exit the wizard,

Installshield I 1

< Back I Install Cancel

Figure 1.10: Ready to install for Apache HTTP server

The Apache HTTP server is being installed (Figure 1.11).

i'é’- Apache HTTP Server 2.0 - Installation Wizard = 0] x|

Installing Apache HTTP Server 2.0.52

The program Features vou selected are being installed,

Please wait while the Installation Wizard installs Apache HTTP Server
2.0.52. This may take several minutes,

Skatus:

Copying new files

Installshisld

= Back fext = | Cancel I

Figure 1.11: Installation for Apache HTTP server
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11) On the Apache Installation Wizard page (Figure 1.12), click the “Finish” button.

Installation Wizard Completed

The Installation Wizard has successfully installed Apache HTTP
Server 2,0.52, Click Finish to exit the wizard,

= Back II Fimish I I Cancel
L ¥

Figure 1.12: Installation for Apache HTTP server completed

12) The installation process will continue. Click the “Close” button after the installation

process is completed (Figure 1.13).

iE SEP Setup: Completed = 0] x|

| Completed

Lconfihtbpd, conf

Figure 1.13: Installation of other software components
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Step 3:  System Health Check

For SEP health checking, the system launches a browser and requests for logon. Please enter

the default username and password as follows (Figure 1.14):

e  Username: sep

o Password: +-*/

Belf-Evaluation Platform (ZEF)
EREEED:  [Q -]
B |

[ ELIEHAEn R

feEE | HLiH

Figure 1.14: SEP Logon interface

The system shows the status of the machine and the installed components (Figure 1.15).
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Checking disk spaces...
- Total disk space(C:): 34.23 GB
- Free disk space{C:): 26.29 GB {76.8%)

Checking read/write privileges...

$datadir:

- reading C:\Program Files\SEP/datadir... [OK]

- writing dummy to C:\Program Files\SEP/datadir... [OK]

- removing dummy from C:\Program Files\SEP/datadir... [OK]
$tempdir:

- reading C:\Program Files\SEP/Aemp... [COK]

- writing durmmy to C:\Program FileshSER/Aemp... [COK]

- removing dumnmy from C:\Program Files\SEP/emp... [OK]

Checking apache...
- Version: Apache/2.0.52 {Win3Z) PHP/4.3.9

Checking PHP...
- Wersion: 4.3.9
-iconv: 1.9

- MMcache: [OK]

Checking MySQL...

- connecting... [QK]

- check tables...
attribute [Ok]
class_schoalyear [QOK]
datafile [COK]
evaluationlist [OK]
evaluationlistitern [OK]
group_privilege [Ok]
groups [Ok]
logaction [OK]
logboak [OK]
mylogsheetheader [OK]
mylogsheetinfo [QOK]
mylogsheetobject [OK]
mylogsheetoptionreferencelist [OK]
mylogsheetoptionreferencelist_iterm [Ok]
rvlnncshestrecnanes Tkl

Figure 1.15: SEP Installation Status report
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1.3 Post Installation Checklist

The following steps (from 1.3.1 to 1.3.5) are the post installation checking procedures to
verify that the SEP is functional and usable.

1.3.1 Logon Test

1) Logon as an Administrator to the Windows 2000 server on which the SEP is installed.
2) Invoke Internet Explorer.

3) Type in http://127.0.0.1/sep or http://<IP address or domain name>/sep.

4)  The logon interface of SEP will be displayed (Figure 1.15).

I T"“l EducationsSch®
A EMEILHE SR

RBPE &S

username ( |

Sk

Figure 1.15: Login page for SEP

1.3.2 Logon the System Using Default User Account

The default username of an Administrator user account is admin and the password is
also admin. For security reason, please change the password of the default administrator user
account at once.

© Copyright 2005 Education and Manpower Bureau Page 18
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1.3.3 Prepare a Simple Survey

In this section, the Administrator can complete the following procedures to prepare a

simple survey.

1)  Mouse over “Survey Generator” button and click on “Create Survey” (Figure 1.16).

System - User Survey Survey DRta Report

Tools Management Item Bank Generator Capggure Generator lre

Syatem Tools = Interface Setting

= Create Sorvey

Figure 1.16: Select the “Survey Generator” and “Create Survey”

2)  Click “Add Questionnaire” (Figure 1.17).

Survey Search

Start/ End Date: ¥ From: [2005 -] o9 -] =20 - r 1 J

Survey TYpE! & apy  © Questionnaire © Log Sheet

Sortby: [Survey Tide -

Import I Show Tempoararily Saved Sumeys Add Cluestionnaire il LogSheet I Search

Figure 1.17: Add Questionnaire

3) Select “From SIB” and then click “OK” (Figure 1.18).

4§ Create Survey - SHEHZE : 2=l

Please select the method of creation. %

—Method of creation
& From S1B |
" Scratch
[ For PDA

|htm Hzep2000 ied edn hlu=pidialog

Figure 1.18: Create Survey From SIB

© Copyright 2005 Education and Manpower Bureau Page 19



SEP-Administrator Manual Version 2.0

An interface of “Please select questionnaire...” will be displayed (Figure 1.19).

Path: fEMB/Primary/ITEd/
E"C‘éﬁl”"e!‘ Item Bank EMB / Primary / ITEd /
E E-qu‘nmary [] Name Cr[l)a:ttliaun
g;ﬁiary F I%j [401] Primary School Information Technology (IT) Survey {2004) 2005/01/27
(Clspedial O (56 [A01] 1 2trEsREEas (2004) 2005/01/27
@ Temp O Ié_;d [BO1] Primary School Heads' Questionnaire (2004) 2005/01/25
O (S5 (B01] I RAEHERE (2004) 2004/12/20

(5 [CO1] M EEREHHIBI S RIS EEE (2004)

2004/12/15 I

Figure 1.19: Select a Questionnaire

Open “EMB?” folder on the left side.

Open “Primary” folder.

Open the “ITEd” folder to display its content.

To select a questionnaire, check the checkbox of the questionnaire (e.g. “/| &
T R R E Friﬂ%f Iﬁg‘l (2004)”) and then scroll down to click “Select”

\

button (Figure 1.20).

e e oo

0 Folder{s) 14 Questionnaire{s) 2 Log Sheet{s)

Figure 1.20: Click the “Select” button

4)  Click on “Select User” (Figure 1.21).

Questionnaire

Information

Title! [New questionnaire created at 2004-12-20 13:27 |

Questionnaire Method: @ anonymous O Marmed
Start / End Date: rrom: [2004 v|{12 »|{20 »| To:[2004 »|{12 ~|{20 ¥]

Compulsary Setting: O campulsary O Mot Compulsary @ pased on Each Survey Item Setting
Do Questionnaire Mode: & anline O Offline O Hybrid of Online and Offline

Target User:

Survey Group:

Update Survey ltems || Sequencing || MHumbering ||L0gic|| Covering || Terminolagy

Figure 1.21: Select Survey User
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5)  Select “Administrator” and then click ‘“>" button (Figure 1.22)

Select User

Selected user group
Administratar c >
m

Farent
Student o
Teacher
User Selected user
Administratar “

Administratar

Figure 1.22: Select Administrator

6) Click “OK” button (Figure 1.23).

Select User

User Group Selected user group
Others
Farent
Student
Teacher

Administrator

User Selected user

Administrator v

Administratar

B E|

Figure 1.23: Confirm Survey User Selection
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7)  Click “Publish” button (Figure 1.24).

Questionnaire
Information

Title: [New questionnaire created at 2004-12-29 13:33 |

Questionnaire Method: @ anorymous O Mamed

Start/ End Date: prom; (2004 v|f12 v|i29 | To:[2004 v|i12 v[i29 v|

Compulsory Seting: O compulsary O Mot Compulsory ® Bazed on Each Survey Item Setting
Do Questionnaire Mode: & onlineg O Offline

O Hybrid of Online and Offline

Target User: ===Group====

Administrator

Survey Group:

| Update Survey ltems || Sequencing || Mumbering HLogicH Coverinﬂ Terminology

Figure 1.24: Publish the Survey

8)  Select “English” and then click “OK” button (Figure 1.25).

2} Select Language -- Web Page Dialog

Flease select a language.

Language

-:3} English

) Traditional Chinese

Il Ok ]I[ Cancel |

Figure 1.25: Select Language
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9) Click “OK”/”’p"éTJfC’” button (Figure 1.26).

Microsoft Internet Explorer |z|

Microzoft Internet Explorer |§|

\ ? ) Are you sure to publish this survesy? \?{) Are you sure to publish this survey?

. e G T

Figure 1.26: Confirm Survey Publishing

1.3.4 Run a Simple Survey

In this section, the Administrator can complete the following procedures to run a simple

survey.

1)  Mouse over “Survey” button and click on “Survey” (Figure 1.27).

System L User Survey Survey Data Report 5
Tools : Management Item Bank Generator Capture Generator urvey
Survey = Survey
= Survey

Figure 1.27: Select Survey

2)  Click “View” button (Figure 1.28).

Survey Title Start/End Date Submission Date

=7 01 . 2005/01/07 ~ - =
RAERESTRY 2005-01-07 16:42 2005701/a7 Administrator

Survey Creator

Figure 1.28: Select the questionnaire
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3) Click “Next” button (Figure 1.29).
HE  EERNMIREEF LAEHERE  BlEiLREn (EE SR PTFARE TR S8 L FARE T 58] 2558
BUEMGE 3400-27575 S S B mdited@inet. polyu. edu h EEFR{YEHEE o
Mo (E - i
nx
HHEH T AL
—EE=%1+HZH

Mext

Figure 1.29: Click the “Next” button

4) Do the questionnaire (Figure 1.30).

1. EWIERR - B fRIEC SRR AR - EERATHATHERIIZTELRE VSR « (REHST B fIRE RIDEEmRE?
HERAER HE Rzt
HEEx HEmA  HE—#& 2 HETRK #HH=

Mo Yes
R e E ] o O
b, SHEEIREAS P E/EMESHED) (] ©®
v, HSRRHTEES o o
d. Hibaen © O
o, 24 O [ 3]
f. BR O e
0. HEHSREHETMAT O O
ho s | © © © O O

2. BteAs - BIEEIATAR E R SR E TTIMER SRR  HETERER Y -

Figure 1.30: Do the questionnaire

5)  When finished doing the questionnaire, click “Submit” button (Figure 1.31).

FESE HESE KESE TREE +

#H
]

3, RERRHTELASWIRME
b, LUSERRGEIT SHENEES
c. RRSSRTEREREE
d. PSS T
e, HEhSHSL ST

=

AEERFHEEAIT SRB TR /A T 1

0. Ehn/EHElE

h.  Eh/EREERESS:E

i EhmEA SRS (network nodes)

i EN/EHHEE AR SER

k., HERRED AL EHESMSERHEHEE
I LSRR SRS R SR 2

mo om0

[OMOMONMONMONONMONMONMONCOMCOMCNC
2220030303000
320833300633
200086030003
200025000338
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Figure 1.31: Confirm to submit questionnaire

6) Click “OK” button to confirm (Figure 1.32).

5. ESFEAEVH TS REREREIER:

FEEE HETSE MEESE TAEE TEE
a.  BESAEREEISHIRE Microsoft Internet Explorer, X O O o
b, LEEREIREIT SHENRE : O O ®
SRR EAE R \?/ Are you sure to submit this questionnaire? o o o
d. BE{MEITEENS AR [ﬁ Q @] .2}
e, WHEbERE TR X | | Cores @] @] @}
f. LUEERREET SR TR R T i ® (3] @ O O
g,  fE/EHER ® O O @] @]
b, ENEREEER RS ® (.2} O @] @]
i, A BEER(network nodes) ® () (] O @
i EERIEE A R SER ® [ 2} O @] @]
k. LUESREG ES BRSNS 1R MIHEEE ® O @] @] O
I LESREEEEESEIRHSEREAY ® @] @] @] @]
m.o mwegEe: | o [5) O O O

e R IR

Figure 1.32: Confirm to submit questionnaire

1.3.5 Run a Simple Report

In this section, the Administrator can complete the following procedures to run a simple
report.

1)  Mouse over “Report Generator” button and click on “Report Generator” (Figure 1.33).

T
System Y«i& User Survey Survey Data Report 5
Tools ~ Management Item Bank Generator Capture Generator I
Survey = Survey €

= Report Generator

Figure 1.33: Select Report Generator

2)  Click “Search” button (Figure 1.34).

Survey Search

Start / End Date: [ rrom: | 2004 » E / /

Survey Type: ®any O Questionnaire O Log Sheet

Sortby: | Survey Title w

Figure 1.34: Search the Questionnaire
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3) Click “All-in-one” button (Figure 1.35).

2005-01-07 ~
2005-01-07

Administrator :

Figure 1.35: Select the report mode

Mew guestionnaire created at 2005-01-07 20:49

4)  The report is generated (Figure 1.36).

BHERE  BFIEEC R R AR TR TFA MRS R ERAE « (REHE R MR RIDEEAIRRE?
3. Hy SN EREREMS |

b, SHERE LS (Pl HREME A i
#EE)

|
c. BEREHEEE |

d. Fitdem |

f- g% |

0. HEHER FHEE AT |

Figure 1.36: Report Generation

This is the end of Post Installation Checklist. For detailed operation procedures, please refer to
the Operation Manual.

1.4 Customization

To customize the SEP, the Administrator can define the following parameters (Figure
1.37):

1)  School badge
2)  School year

3) System Parameters
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1.4.1 Upload School Logo

The Administrator can update School Logo by “Interface Setting” (Figure 1.37).

1)  Mouse over “System Tools” and then click on “Interface Setting” button.
2)  Click “browse” button to upload a new School Badge in JPEG format.
3) The Administrator can change the system color and the default language.
4)  Click “Save” button.

Survey Survey Data Report

Item Bank Generator Capture Generator Survey

(Uploadlimage of 660 % 70 Rixels [IPG File Format])

o @]
Title 2 Title 2

Default Langulige: & english (B Chinese

Figure 1.37: System Parameters Settings

1.4.2 Update School Year

The Administrator can update “Current School Year” if necessary (Figure 1.38 and
Figure 1.39).

1)  Mouse over on “System Tools” and then click on “System Parameters setting”.
2)  Click on “School Year Setting”.

System i User Survey Survey Data Report S
Tools Management Item Bank Generator Capture Generator UENEY
Sipternt 1o o ars Settin
- System Parmneters Setting
R e :m P, rameters Settir-
System Log School Year Setting
Data Archive L i
Domain Mame f 1P Setting

Other Links Setting
Folder Setting

Figure 1.38: System Parameters Settings
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3) Select “Current School Year”.
4)  Click “Save” button.

School Year

Figure 1.39: System Parameters

1.4.3 Define System Parameters

It has five System Parameters as shown in Figure 1.40.

System Parameters Setting

School Year Setting
Fassword Management
Dormain Marme § IP Setting
Cther Links Setting
Folder Setting

Figure 1.40: System Parameters

School Year Setting —  update the current school year.
Password Management —  set the password minimum length and maximum length and set the

changing password authorization to each user type (Figure 1.41).

Miniurn Password Lenagth . |3

Maxium Password Length . IB

Can Change Password : W administrator W Teacher [T student T Parent [ Others

Save Wl Back

Figure 1.41: Set the Password Length

Domain Name /IP Setting — update the domain name or IP (Figure 1.42).
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Domain Mame f IP Setting

Dormain Name J IP: I

Figure 1.42: Set the Domain / IP address

Other Links Setting — add other links (Figure 1.43).

SEP on ITEd Wehsite: |:|
i I
ITEd Overall Study \Wehsite: l:l

Other Links:

Figure 1.43: Set the Domain / IP address

Folder Setting — select the folder according to the school type (e.g. select “primary” for
primary school) (Figure 1.44).

Folder Setting

[ Prirnary
[secondary
[ special

Figure 1.44: Folder Setting

For detailed operation procedures, please refer to the Operation Manual.
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Chapter 2 System Upgrading Procedures for SEP

Upgrade patches are prepared for both Windows and Linux platforms. The upgrade
patches include bugs fixed and enhancement items. To download the latest upgrade patch,
please visit SEP website [http:/www.emb.gov.hk/sep/eng (English interface) or
http://www.emb.gov.hk/sep/chin (Chinese interface)]. You can find the patches under the
“School SEP Package Download” page (Figure 2.0 EMB SEP website) and the patch version
next to the patch download link(s). There is an amendment history for each patch with detailed
description. You are recommended to download the latest patch for the system upgrade. If you
are going to migrate SEP from Windows platform to Linux platform or vice versa, please refer
to Appendix G for details.

2.1 Upgrading SEP for Windows Platform
Step 1:  Download the SEP patch

1) Login to the Windows 2000 Server as an Administrator, or as a user with administration
rights to the Windows 2000 Server.

2) Invoke Internet Explorer and enter the URL “http://www.emb.gov.hk/sep/eng” (English
interface) or “http://www.emb.gov.hk/sep/chin” (Chinese interface).

3) Click the “School SEP Package Download” button.

4) Download the full SEP upgrade programme (i.e. sep_upgrade-v2.0.0.exe) and save it to
your computer desktop.

The Self-evaluation Platform (SEF) on Information Technology in Education (ITEd) for schools is a web-

based platform for individual schools to conduct self-evaluation of their performance | progress in

ITEd. Schools can use or adapt the sample surveys disseminated through the system cor create

school-based surveys in accordance with the evaluation goals or targets set out in their Information
Technology {IT) plans.

'jm e

Home | What's New | SEP Om'* | School SEP &Elﬁﬁ Dcrnload | lanua]s IEAQs | TTE Crverall Stody (19982003) | Reference

Figure 2.0 EMB SEP website
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Step 2:  SEP upgrade
1) Double-click on the sep upgrade-v2.0.0.exe.

2) On the License Agreement page (Figure 2.1), click ‘I Agree’ button if you accept all the
terms of SEP License Agreement.
|§ SEF Patch Update Setup: License & greement - II:Ilﬂ

| Please review the license agreement befare installing SEP Patch Update. IF
wiou accept all kerms of the agreement, click I Agree,

S elfevwaluation Platform (SEF) License, Version 1.0 =

Copyright (e 2005, Education and Manpower Burean All rights
teserved.

End-User License Agreement

o may not copy, modify, sublicense, or distribute the Program

except as expressly provided under this License. Any attempt

otherwize to copy, modifyy, sublicense or distribute the Prograt iz

woid, atd will automatically termitiate ot tights under this License. ll

Hrarratrar sattiae iwrha hatra vacaitrad aosdae ax vicahte Froms tront 1iadar

Cancel | rHullsaft Install System v2, 03

Figure 2.1 SEP License Agreement

3) The upgrade programme will enable the system upgrade with the SEP installation directory,

as shown in Figure 2.2. Click “Install” button.
|§ SET Patch Update Setup: Installation Folder :

=101 x|
| Setup will install SEP Patch Update in the Following Falder. Ta install in a

o different Folder, click Browse and select another Folder, Click Install o start
the installation.

—Destination Folder

_:\Program Files! Browse, .. |

Space required: 172.0KE
Space available; 6,4GE

Cancel | Mullsaft Inskall Syskem v, 03 < Back. ” Install I

Figure 2.2: Installation folder
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4) SEP is being upgraded as shown in Figure 2.3.
o =] 3

Camce] | Mullsaft Inskall System w2, 03 < Back Close

[
Figure 2.3 SEP is being upgraded

5) A browser is opened and a list of version upgrade is shown in Figure 2.4.

3 http u atefupdate php - M: t Internet Explorer ;Igl il

BE® MO BA0 JUSEW TED ¥ E

wE-EH -3 -Q @ A Qs wxmsE Oxe 3 D90

AL D) [ &) nitp:#osalhastepipdsteipdate php | onzE s>
=l

Current version : 1.0.5

Latest version : 1.0.8

Update version : 1.0.8

v1.0.8 »» Update to 1.0.8

v1.0.8 »> Update to pre—sequest version 1.0.7
v1.0.7 »» Update to 1.0.7

v1.0.7 »» Update to pre—sequest version 1.0.6
v1.06 »» Update to 1.0.6

v1.06 »> Checking complete.

v1.0.6 »> No database file. Skip update databaze.
v1.0.6 »> Update database complete.

v1.06 »> Update files complete.

v1.06 »= Update version file complete.
v1.06 == Update to 1.0.6 complete.

v1.0.7 »> Checking complete.

v1.0.7 == No database file. Skip update databaze.
v1.0.7 »» Update database complete.

v1.0.7 == Update files complete.

v1.0.7 »=» Update version file complete.
v1.0.7 == Update to 1.0.7 complete.

v1.0.8 »> Checking complete.

v1.0.8 »» Update database complete.

v1.0.8 »> Update files complete.

v1.0.8 »> Update version file complete.
v1.0.8 »> Update to 1.0.8 complete.

ISET T

Figure 2.4 List of version upgrade
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6)

On the login page, the system shows a new version number, as shown in Figure 2.5.

I0TET
WED BEE BAQ FSIW TAO AR
CEE -5 - D 4| Ore canes Jwe 3B 902
R ] IE hitp:ilocalhostsep/lo gin php

=] enE [

"L Education Seneel
FHABEAEHL B S e

A& .
username
= 1§ <

password :

(ITEd)
for, Schools

AEO P R v [ il
Figure 2.5 SEP login page

2.2 Upgrading SEP for Linux Platform
Step 1: Download the SEP patch

1)
2)

3)
4)

Login Linux as root.

Invoke Internet Explorer and enter the URL “http://www.emb.gov.hk/sep/eng” (English
Interface) or “http://www.emb.gov.hk/sep/chin” (Chinese Interface).

Click the “School SEP Package Download” button.

Download the full SEP upgrade programme (i.e. sep_upgrade-v2.0.0.tar.gz) and save it to

your computer desktop.

Step 2:  SEP upgrade

1)
2)

3)

Unpack the upgrade patch file (e.g. > tar —zxvt sep upgrade-v2.0.0.tar.gz).

Copy all files and directory within the extracted folder to the SEP installation directory (e.g.
copy —rf v2.0.0/* /ustr/local/SEP/).

Change directory to the db directory, if appropriate, and import the SQL statement file into
MySQL database (e.g. > mysql —u root sep < v2.0.0.sql).
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Chapter 3 Administrative Procedures

The administrative services can be grouped into the five categories described in the

following table.

Administrative category

Specific Tasks

General administrative tasks
(Section 3.1)

Stop and start SEP, updating school year,
data archive and restore archived file.

User group and account administration
(Section 3.2)

Create and maintain user groups and
accounts to ensure that each user can
login the SEP and access relevant

resources.

Survey Item Bank (SIB) administration
(Section 3.3)

Create and maintain SIB to ensure that
the information in the SIB is complete

and usable.

Backing up and recovery
(Section 3.4)

Perform regular backups for restoration
of the SEP data.

Problems and diagnoses
(Section 3.5)

Monitor the SEP performance and detect

problems.

Table 3.1: SEP Administrative Services

The SEP provides two types of tools that facilitate the Administrator to perform

administrative tasks. The tools are described in the following table.

Tool Administrative Tasks
Data Archive Archive questionnaires and log sheets.
Health checking Provide a SEP system status report to

diagnose problems.

Table 3.2: SEP Administrative Tools

This chapter will elaborate the administrative tasks as follows:

o General administrative tasks

e User group and account administration

¢ SIB administration
e Backup and recovery

*  Problems and diagnoses
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3.1 General Administrative Tasks

To maintain the system, some administrative tasks are required to perform frequently or
yearly. To stop or start the SEP system, the Administrator can stop or start the Apache and
MySQL service. After stopping the Apache and MySQL service, no one can access the SEP.
For checking the system status, the simplest way is Logon / Logout the system. The system
should work properly if there is no problem in both Logon and Logout procedures. For each
new school year, the Administrator should change the current school year before importing

new user accounts.

3.1.1 Stop and Start SEP

This section describes how to stop and start the SEP

A)  Stop the SEP

1)  Click the “Start” menu, mouse over “Settings” and click the “Control Panel” (Figure 3.1).

‘Windows Update

1 Programs

Diocuments

B3 cControl Panel

5 Metwark, and Dial-up Connections

Printers
[ﬂ Taskbar & Stark Menu..,

Figure 3.1: Open the Control Panel
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2)  Click the “Administrative Tools” icon (Figure 3.2).

B3 Control Panel =]
File Edit ‘view Favorites Tools Help |
=Bk v~ = - [ | Qhsearch [YFolders ¢4 | TER PR ) | Ed-

Address I@ Contral Panel ﬁGD
-1 bl = -
L Accessibilty  AddfRemove  AddfRemovel Administrati
Control Panel Cpkions Hardware Programs Taools
Use the settings in Control Panel to % peqj Eﬁf
personalize your computer,
Automatic Date/Time Display Folder Cptions
Select an item ko view its description, Updates
Windows Update IAAj % o @
Windaws 2000 Suppark a -
Fonts Gaming Internek Kevboard
Qptions Qpkions
Licensing Mouse Mebtwork and  WVIDIA niew
Dial-up Co... Desktop M... _I
-
|25 object(s) | | My Cormputer o

Figure 3.2: Open the Administrative Tools

3)  Click the “Services” icon (Figure 3.3).

Administrative Tools

File Edit Wiew

Favorites  Tools

Help

=10l x|

FBack » = - (1] | ‘Qhsearch L4 Folders ®|@ I e | [Ed~

Address I Administrative Tools

j ﬁGo

.

Admiﬁistrative Tools

B b

Domain
Controller 5...

Select an item to view its description,

Configures adminiskrative settings far
your cormpuker

W zhe

Internet Licensing
Servic,.. Palicy

Domain
Security Policy

Local Security Microsoft \MET

Event Wiewer

Framewark. ..,

[

See also Elf? ,-:5 !;l g:
s A
Py NEtWark Flaces : .
Ehunarh Plaees Microsoft \WET Performance  Routing and Server
My Computer . Remate ...  Extensians...
Services Telnet Server -
Administration -
22 object(s) |3¢.1k8 S vy Computer v

Figure 3.3: Open the “Services”
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4)  Click the “Apache2” Service and click the “Stop” icon (Figure 3.4).

¥, Services 1ol x|
Action  View L
Tree | Mame tatus | Skartup Type ‘ Log On As | =
[ty Services (Local) rETTET TIOTTE B oraTeeg Faleian 11 o i ey
2 . rEy Autornatic
ool k-- [daoaoemeant =13 w | a 2
%ASP.NET State Service Provides s... Manual NASPRET
%Automatlc Updates Enables th,.,  Started Automatic LocalSystem
%Background Intelligent Tr... Transfersf... Started Manual LocalSystem
*‘ﬁpclipBook Supports ... Manual LocalSystem
%COM+ Ewent System Provides a...  Started Manual LocalSystem
%Cnmputer Browser Maintains a... Starked Autornatic LocalSystem
Ry Defwatch Started Automatic LocalSystem
e‘fv&pDHCF‘ Client Manages n... Started Automatic LocalSystem
eifv&pDistributet:l File System Manages lo...  Started Automatic LocalSystem
%Distributed Link Tracking ... Sends natif,.. Started Automatic LocalSystem
%Distributed Link Tracking ... Storesinfo... Started Automatic LocalSystem
%Dlstrlbuted Transaction ... Coordinate... Started Automatic LocalSystem
2&DNS Client Resolves a,.,  Started Automatic LocalSystem
2&DNS Server Answers q..,  Started Automatic LocalSystem
%Event Log Logs event.,.  Started Autkornatic LocalSystem
*‘ﬁpFax Service Helps vou ... Manual LocalSystem
%Fila Replication Service Maintains Fi... Started Automatic LocalSystem
424 FTP Publishing Service Provides F... Automatic LocalSystem ﬂ

Figure 3.4: Stop the Apache service

5)  Click the “MySQL” Service and click the “Stop” button (Figure 3.5).

¥, Services : o =]
B | @ E n m

Ackion  Wiew

Tree | Mame | Description ‘ Status Startup Type | Log On As |j
W Sy 115 Admin Service Allows adm. .. Disabled Localsystem
éﬁlndeang Service Indexes co... Manual Localsystem
éﬁlnternet Connection shat... Provides n... Manual Localsystem
2ﬁlntersite Messaging Allows sen.,.  Started Automatic Localsystem
2&IF‘SEC Policy Agent Manages I...  Started Automatic Localsystem
2%Kerhems Key Distribution... Generates ... Started Automnatic LacalSystem
2%License Logging Service Started Automnatic LacalSystem
2ﬁpLogical Disk Manager Lagical Disk...  Started Automnatic LacalSystem

Laogical Disk Manager Ad...  Administrat. .. TManual LacalSystem
Messenger Sends and ... Started LacalSystem J

e%g)Netl‘fhaeting Remote Desk... Allows aut. ., Manual LocalSystem
éﬁNetwork Conneckions Manages o... Started Manual Localsystem
éﬁNetwork DDE Provides n... Manual Localsystem
%Network DDE D3DM Manages s... Manual Localsystem
2ﬁNorton Antivirus Client Started Automatic Localsystem
2&NT LM Security Support P... Provides s...  Starked Manual Localsystem
2%NVIDM Display Driver Se... Prowides s...  Started Automnatic LacalSystem
2%Perl’nrmance Lags and &l... Configures... Manual LacalSystem
S Plug and Flay Manages d...  Started Automatic LocalSyshem ﬂ

Figure 3.5 Stop the My SQL service
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B) Start the SEP

Repeat Steps 1 to 3 of “Stop the SEP” above.

4)  Click the “Apache2” Service and click the “Start” icon (Figure 3.6).

4, Gervices : i ] ]

Action View =2 »
Tree | [Bescrpmion [ Status [ Startup Type [ LlogOnas |
Bt Services (Local) L= e = =i Lol
Ap. A
innlicatinglananement Eauides el

égp»\E\SP.NET State Service Provides s... Manual AASPRET
éﬁp.\?\utomatic Updates Enables th..,  Started Automatic LocalSystem
%Eackground Inteligent Tr.., Transfersf... Started Manual LocalSystem
%Chpﬁouk Supports ... Manual LocalSystem
e§§C0M+ Ewent System Provides a...  Started Manual LocalSystem
E%ﬂtomputer Brawser Maintains a... Started Aukamatic LocalSystam
B Defiatch Starked Aukomatic LocalSystem
é%pDHCP Client: Manages n... Started Automatic LocalSystem
é‘fg\pDisl:rihuted File: System Manages lo...  Started Aukamatic LocalSystem
é%pDistributed Link Tracking ... Sends notif... Started Automatic LocalSystem
%Distributed Link Tracking ... Storesinfo... Started Automatic LocalSystem
%Dlstrlbuted Transaction C... Coordinate,.. Started Automatic LocalSystem
%DNS Client Resolves a...  Started Automatic LocalSystem
%DNS Server Answers q.,  Starked Aukamatic LocalSystam
eﬁEvent Log Logs event...  Started Aukamatic LocalSystem
éﬁFax Service Helps you ... Manual LocalSystem
é%pFiha Replication Service Maintains fi... Started Automatic LocalSystem
S FTP Publishing Service Provides F... Autamatic LocalSystem ﬂ

Figure 3.6 Start the Apache service

5)  Click the “MySQL” Service and click the “Start” button (Figure 3.7).

¥, Gervices . -lol x|

Action  Wiew EY) »
Tree | Name [ Bescrption [ Status Startup Type | LogOnds | =]

W %FTP Publishing Service Provides F... Automatic LocalSystem
é%@IIS Admin Service Allows adm, .. Disabled LocalSystem
éﬁglnclaxing Service Indexes ca... Manual LocalSystem
SR Internet Connection Shar... Providesn... MManual LocalSystem
%Inters\te Messaging Allows sen...  Starked Automatic LocalSystem
e%RIPSEC Policy Agent Manages I... Starked Automatic LocalSystem
e‘fv&g)l(erbenjs Key Distribution... Generates ...  Started Automatic LocalSystem
%License Logging Service Started Aukamatic LocalSystem
%Lngical Disk Manager Logical Disk... Starked Autamatic LocalSystem
%Lngical Disk Manager Ad...  Administrat... Manual LocalSystem

e R T
Loooete o Latked P

%NBtMEetlng Remote Desk,.. Alows aut... Manual LocalSystem
%Natwark Connections Manages 0... Started Manual LocalSystem
é%aNzal:wark DDE Provides n... Manual LocalSystem
é§9Nzal:wark DDE D30M Manages .., Manual LocalSystem
“RaNortan Antivirus Client Started Aukomatic LocalSystem
%NT LM Security Support P... Providess...  Started Manual LocalSystem
%NVIDIA Display Driver Se... Providess...  Started Automatic LocalSystem
“RPerformance Logs and Al Configures... Manual LocalSystem j

Figure 3.7 Start the MySQL service
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3.1.2 Updating School Year

In general, the Administrator should update the school year before the commencement of
next academic year. After updating the school year, all form(s) and class(es) are removed from

the system. All student user accounts could not be under any form or class group until the

Administrator updates the accounts again.

School Year

School Year

2004-05

2005-06

oolel@

2006-07

ElackI

Figure 3.8 Update Current School Year

To update the school year, the Administrator can select the new “Current School Year”
and click “Save” (Figure 3.8). School years are created automatically after entering the first

day of the school year.

For the detailed procedures, please refer to the Operation Manual.

3.1.3 Data Archive

Data archiving is to reduce the amount of data stored on the server and to improve the
server performance. Questionnaire and log sheet results can be archived and restored. These
archived files can be restored into the system for cross time-frame comparison. A naming

convention is used to facilitate the Administrator to keep track of the archived files.

To archive the questionnaire and log sheet results, the Administrator can select the date
range and scope of data of the records to be archived, and then click the “Archive” button

(Figure 3.9). An archived file is generated for the Administrator to download.

Please remove the data which has been archived.

Data Archive

Date Range: .. [2004 w[f12 w[{30 v| 1o ; [2004 w[{12 ¥ {30 ]

Figure 3.9 Archive SEP data
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3.1.4 Restore archived file

To restore an archived file, the Administrator can upload the archived file and then click
the “Browse” button (Figure 3.10). The system then scans the archived file to check the content

of the file and restore the content in the system if there is no problem. The Administrator is

recommended to backup the SEP system before performing any restore task.

Restore Data

Archived File: H Erowse. .

Figure 3.10 Restore Data

For detailed procedures, please refer to the Operation Manual.

3.1.5 System Upgrade Procedures

The Administrator can download the upgrade version of SEP program and data set from
EMB  SEP  website [“http:/www.emb.gov.hk/sep/eng”  (English  Interface) or
“http://www.emb.gov.hk/sep/chin” (Chinese Interface)].
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3.2 User Group and Account Administration

SEP has five types of pre-defined groups and three types of user accounts. For groups,
they are System Group, Form Group, Class Group, Survey group, and Privilege Group. For
user accounts, they are students and/or parents, teachers and administrators.
3.2.1 Introduction to SEP Groups and User accounts

The following section illustrates the details of the pre-defined groups and user accounts.

A) SEP Groups

The five types of groups are System Group, Form Group, Class Group, Survey group,
and Privilege Group. All these pre-defined group types cannot be added or deleted. These five
groups types are used to facilitate the Administrator to group a list of users with common
properties. Each group type includes its respective Chinese and English names, as well as a list

of users. Except Survey Group, they all have privileges assigned.

“System Group” type includes pre-defined user groups which cannot be added or deleted.
They are: 1) Administrator, 2) Teacher, 3) Student, 4) Parent and 5) Others.

“Form Group” type is used to group students into forms. Schools can define Form Group
according to the operating class levels. It includes a “CLASSLVL” code.

“Class Group” type is used to group students into classes. Schools can define Class
Group according to the operating class levels. It includes a “CLASSCODE” code. The
relationship between classes (e.g. 1A) and forms (e.g. P1) can be built when adding or updating
the classes. Form Group and Class Group can be created through the web interface or created
automatically through CSV file import. Codes (“CLASSLVL” and “CLASSCODE”) must be

assigned to Form Group and Class Group of a particular school year.

“Privilege Group” type is used to assign specific access rights to a list/group of users. The

Administrator can create user groups with various combination of privileges assigned.

“Survey Group” type is used to group users with common properties (e.g. students with
computers at home, and student without computers at home) for group comparison in a survey
analysis. The resulting privilege(s) for each account is/are the aggregated privileges of all

groups that the user belongs to. There are two types of survey groups. The Global Survey
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Group is created by the Administrator and can be used for respondents assigned by the Survey
Manager when creating a survey. The Local Survey Group is created by the Survey Manager

and can be used in a particular survey only. All the group types’ properties are summarized in

the following table.
Group Type Group Type’s Properties Group Example
System e Jtis inherited in SEP system and cannot be | ® Parent Group
Group created/ edited /deleted. ¢ Student Group
*  When import batch students, parents and * Administrator Group
teachers accounts via csv file, user accounts | ® Teacher Group
will be automatically assigned into the ¢ Other Group
respective system groups (i.e. students
assigned to “Students” Group).
Class * When batch student accounts have been e Example 1:
imported via csv file, class group will Class Name: 1A
Group automatically created Class Code: 1A
OR
The Administrator can manually create it.
Form * When batch students accounts have been * Example 2:
imported via csv file, form group will Form Name: Primary 1
Group automatically create and Form Code: P1
OR
The Administrator can manually create it.
Survey * There are two types of Survey Group: Global | Gjobal Survey Group:
Survey Group and Local Survey Group ) )
Group * Global Survey Group(s) is/are created by Pilot Students, Science
Administrator in User Management Module, Subjects Group, Arts
in which Global Survey Group can be i
assigned to all surveys. Subjects Group
* Local Survey Group(s) is/are created by the
Survey editor, in which the Local Survey
Group will be attached to a particular survey
for result analysis purpose.
* [t is created to facilitate standardized survey
respondents retrieval and survey results
analysis across years
Privilege * It is manually created by the Administrator Privilege Group: Survey
* It is created to assign privileges to a group
Group of users. Creators, Survey Item
Bank Administrators,

Table 3.3: Group Types’ Properties

B) SEP User Accounts

In the SEP, there are three types of user accounts. They are students and/or parents,

teachers and administrators. To create student and/or parent user accounts, the Administrator
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can import the Student users from WebSAMS or create them in the SEP system. To create
teacher user accounts, the Administrator can import teacher user accounts from spreadsheet or
create them in the SEP. To create administrator user account, the Administrator can create it in
the SEP.

3.2.2 Group Planning Strategy

With a strategy for implementing groups, it will streamline administration. This chapter

presents the guidelines for implementing survey and privilege groups.

A) Implementing survey group

The Administrator is advised to set up survey group for a particular survey (e.g. 1A
Intranet System Usage) and add the appropriate user accounts (e.g. 1A Student User Accounts)
to the survey group. This can facilitate cross group (e.g. 1A and 1B) and time (e.g. Intranet
usage survey for 1A at 12-March-2005 and 12-April-2005) comparison for survey analysis.

B) Implementing privilege group

The Administrator is advised to create privilege group(s) based on resource access needs.
For example, creating a privilege group with survey item bank management rights for the

Survey Manager, creating a privilege group to manage school based attribute(s).

3.2.3 Account Policy Planning

The account policy determines how passwords should be used by user accounts. The
account policy sets the requirements for:
¢ Password minimum length
e  Password uniqueness

*  Set the changing password authorization to each user type

To use an account policy to provide security for user accounts, the Administrator may

consider the following:

¢  Define a minimum length for password. The longer the password, the more difficult
it is to guess. In a medium security system, the recommended password length is

6-8 characters.
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¢ Unique password for all user accounts.

Before a new school year starts, the Administrator needs to update student user accounts.
For details, please refer to 2.2.5. Within a school year, the Administrator may need to update
student user account (e.g. a student is transferred from 1A to 1B). For detailed operation

procedures, please refer to the Operation Manual.

If school has set up school-based Intranet system, the Administrator can replace the
“LOGINID” and “PASSWORD” column in the CSV file by the login name and password of
the school-based Intranet. For detailed operation procedures, please refer to the Operation

Manual.

3.2.4 Add, Edit and Delete Groups and Users Accounts

The Administrator can add, change and delete Groups and User Accounts. For detailed

operation procedures, please refer to the Operation Manual.

3.2.5 Import User Accounts from WebSAMS

To facilitate the Administrator to create student accounts, a set of procedures is prepared
for the Administrator to extract the student accounts from WebSAMS. For detailed procedures,

please refer to the Operation Manual.

When importing user accounts from the CSV file, the system will perform the following
tasks: 1) add new user accounts, 2) update existing user accounts, 3) delete existing user
accounts, and 4) create Class Groups (forms and classes). The system uses the registration
number to compare user accounts between/among existing user accounts in the database and

the user information in the CSV file. Detailed descriptions of the tasks are as follows:

1) There is a user in the CSV file but there is no existing user account with the same
registration number in the database. The system creates a new user account with the data
in the CSV file. (Add a new user account)

2)  There is a user account in the database and user in the CSV file with the same registration
number. The system updates the user account in the database with the data in the CSV file.

The class and form are also updated (class promotion) according the user information in
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the CSV file. (Update an existing user account)

3) There is a user account in the database and no user data in the CSV file with the same
registration number. Then the system removes the user account from the database.
(Delete an existing user account)

4)  The system creates Class Groups (forms and classes) if the Class Groups do not exist in
the specific school year. The system creates Class Groups according to the
“CLASSCODE” and “CLASSLVL” in the CSV files. It uses the “CLASSCODE” and
“CLASSLVL as the Chinese names, English names, and codes of the Class Groups. The
system compares the current year and the code in the Class Group and creates new Class
Groups if the codes do not exist in the database. The codes in the Class Groups are used
to prevent duplicated creation of Class Groups in the same school year. For example, if
the school year is “2004-05" and there is a Class Group with a code “1A”. When the
Administrator imports a CSV file with “1A” in “CLASSCODE” field in school
“2004-05”, the system will not create a Class Group “1A”.

3.2.6 Privilege Setting
To set privileges for user groups, the Administrator can click the “Set Privilege” button

next to the target user group (Fig 3.11) and then check the privileges to be assigned to the
target user group and click the “Save” button (Figure 3.12).

Group
[ Group Type Code Name {eng) Name (chi)

[ class Group 14 14 14

[ class Group 1B 1B 1B

Figure 3.11 Set Privilege

Privilege Setting

Group Type : Class Group

Mame (eng) : 14

Mame (chi): 1A

Code : 14
[Jsystem Setting
Cuser Management
[ survey Item Bank Management
DSurvey Management
Privilege : [JData Input Management

Ooao Survey
DRepor‘t Management
[OrData Archive Management
DSystem Log Management

Save ll Cancel

Figure 3.12 Privilege setting
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3.2.7 Best Practices

To minimize the tedious jobs of SEP group(s) and user accounts creation, the
Administrator is recommended to use the “batch user account creation” to create student
accounts, parent accounts and all school-based-group(s) (e.g. class and form groups). For

detailed procedures, please refer to the Operation Manual.
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3.3 Survey Item Bank (SIB) Administration

This section provides an overview of SIB tree structure and SEP attributes. The SIB
provides functions for item bank management which includes survey (folder) structuring, item

attributes management and survey maintenance.

A) SIB Tree Structure

For the Survey Item Bank in schools, a folder tree structure is used for organizing surveys
in the system. There are two main branches in the tree structure (Figure 3.13), an “EMB”
folder and a “School” folder. The “EMB” folder consists of pre-defined sample surveys
provided by EMB while the “School” folder includes school-based surveys that are created by
teachers of the schools. Sub-folders under the “EMB” folder are pre-defined (according to
different school sectors) after system installation. A set of sample surveys is ready for a school
to use under these subfolders. Users are not allowed to update or delete either the folder
structure or the pre-installed surveys within the “EMB” folder. However, such operations are

not restricted in the management of the “School” folder.

Path: /

E!-@Survey Itemn Bank
=IEME

- mCdPrimary

Secondary

1 5pecial

=1 5chaoal

Survey Item Bank
Name Creation Date
& eme 2004/11/23
| School 2004/11/23
2 Folder{s) 0 Questionnaire{s) 0 Log Sheet{s)

Figure 3.13 SIB Tree structure

B) SEP Attributes

An attribute system is used for survey item categorization and searching (Figure 3.14).
There are two types of attributes: the first type is those pre-defined by the SEP (e.g. clustered
or enhanced surveys are grouped by themes) and the second one is those created by the school
(e.g. school-based surveys are grouped by subjects or classes). Users can add, update, and
delete these attributes in the “School” folder. Sub-attributes can also be added under these

attributes to form an attribute hierarchy.
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Survey Item Search
Attributei{s)

Wiew Attribute Tree IAddI Search

Figure 3.14 Attribute List

3.3.1 Strategic Planning on Attributes

Attributes are used to categorize survey items in the SIB. A set of attributes (Figure 3.15)
in different dimensions (e.g. ITEd survey indicator) with values (e.g. Administration and
Management under ITinEd survey indicator) is pre-installed in the school sites. These
pre-installed attributes cannot be updated or deleted by schools. However, schools can add
values under these pre-installed attributes or define a new dimension in the attribute list.
Schools can also define sub-attributes (Fig 3.16) under attributes to form attribute hierarchy
with infinite levels. These attributes will be used for searching the survey items within the SIB
(Fig 3.17).

To add a new survey item, attribute(s) should be assigned to it. Then the attributed
survey item(s) can be easily searched and reused.

Eattribute Tree
= 1ITEd Indicatar
-Dﬂdmiﬂistratiun and Managerment
w1 Empowering Learners with IT
w 1T Infrastructure and Resources
&1 5choal Curriculum
-l:l School General Information
-l:l School Leadership
-l:l School-based ITEd Development
#{_J1Teachers Empowerment
=_JITEd Survey

w1 Primary School

w1 Secondary School

#-_15pecial Schoal

Figure 3.15 The attributes
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=1 administration and Management

Amount of bandwidth for Internet access in the school premises

-|#] &werage expenditure on each students on computer facilities after school
Average expenditure on Internet connection per student

Average expenditure on TSS per computer

-|#] &werage expenditure on TSS per student

-] Average expenditure per student hardware and application software
Average expenditure per student on consumahles

-|#] &werage expenditure per student on educational software

Percentage of total expenditure on educational software

Percentage of total expenditure on facilities (hardware and application software)
Percentage of total expenditure on facilities management & maintenance
Percentage of total expenditure on staff developrment

Total number of opening hour of computer facilities after school

Total number of students using computer facilities after school

| Total number of TSS hours

Figure 3.16 Sub-attributes

Survey Item Search

Attribute{s)

Attribute(s): ITEd | Administration and Management v/ /
Indicator: | _________ |

e
Survey:

M Survey Item(s)

0 BWEDS/N42FEREY » FHEReARENREHE L?
SERLLITETE - RETE - NFIEE SR 07 -

[ EREEAEREREEE: (HREREER  TESH-)

0 What is the budgeted expenditure on IT in Education in your schoaol for the current academic year 037047
Please fill in the budget for the following items. Put “07 if not applicable.
| fill in the budget for the following i “o”if licabl

[] Tvpe(s) and speed of Internet connection [Please tick the appropriate box(es).]

4 Survey Item(s)

Figure 3.17 Survey Item Search

School may assign a teacher / the administrator / the IT team to manage the attributes. To

add a new attribute, school is advised to plan carefully. The attribute should be clear, simple

and easy to understand (e.g. add a new attribute “School New IT Facilities Usage” with the
sub-attributes “Intranet System” and “Tablet PC”’). The Administrator can refer to User Guide

to plan on attributes.
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3.3.2 SIB Tree Management

In the SEP, a folder tree structure is pre-defined according to the type of school and the
categorization of sample surveys (Figure 3.13). The Item Bank folder tree has two main
branches (EMB and School folder). Under the EMB folder, the Primary, Secondary, and
Special sub-folders (school type level) are pre-defined for placing sample surveys (PolyU ITEd
Surveys) for different types of schools. Under the school type level, the Administrator can
create other sub-folders (e.g. I.T.) for storing categorized surveys with different objectives. For

detailed procedures to add, edit and delete folder, please refer to the Operation Manual.

School may assign a teacher / the administrator / the IT team to manage the SIB tree
management. To add a new survey, it should be placed in a right folder (e.g. 1A student
questionnaire in “l1A student” folder). The folder name should be easy to understand (e.g. 1A
Student) and search (e.g. “1A student” and “1B student” folder at the same level). For survey(s)
with the same name, school is advised to include the date in the survey name (e.g. 1A Student
Survey (20050102) and 1A Student Survey (20050602)).

3.3.3 Updating SIB from EMB

The Administrator has no rights to update either the folder structure or the sample
surveys under the EMB folder. New version or updated surveys will be posted in the EMB
folder. The Administrator can update surveys from EMB folder (Figure 2.13). For detailed

procedures, please refer to the Operation Manual.

3.3.4 Check PDA Questionnaire

The Survey Manager can create questionnaire(s) for PDA from SIB. However, by default,
the questionnaires in SIB are not marked as “supported for PDA”. Therefore, the Administrator
should update the status of questionnaire(s) in SIB in order to allow the Survey Manager to
select questionnaire(s) from SIB when creating questionnaire(s) for PDA. To update the status,

please follow the following steps -

1. Mouse over to [Survey Item Bank] and then click [Item Bank].
2. Select “Survey Item Bank™ from the folder tree.
3. Click “Check PDA Questionnaire”.
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EHEBANRIL S

R
§

System
Tools Management

Survey Data

User R Survey
Generator Capture

Item Bank

path: /

E!-aSurvey Itemn Bank Survey Item Bank
m{EMB
&1 5chool e

2 Folder{s) 0 Questionnaire{s) 0 Log Sheet{s)

TI% EducationiSchiooiim

Report
Generator

Survey

Creation
Date

2004/11/23
2004/11/23

4. Click “OK” in the dialogue.

3.3.5 Best Practices

Check PDA Questionnaire

To facilitate the search of survey items/ questionnaire, schools should standardize the school-based

attributes hierarchy and folder structure in the Item bank and set up a survey items guideline on updating

in the Item Bank and Survey Item to its staff. In this respect, the Survey Item Bank Manager can

maintain the Item Bank / Survey Item according to the school-based attributes list and the Survey

Manager can locate the survey items and questionnaires easily.
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3.4 Backup and Recovery

The Administrator should backup the data of SEP daily. Two directories (“‘c:/Program
Files/SEP/datadir” and “c:/Program Files/SEP/mysql/data” — with the assumption that SEP is
installed in “c:/Program Files/SEP”’) should be backed up daily.

The first directory (i.e. “c:/Program Files/SEP/datadir”) is the program data directory. It
contains the school uploaded files (e.g. School Logo). The second directory (i.e. “c:/Program
Files/SEP/mysql/data”) is user data directory. All Surveys and Survey Items are stored in
MySQL database.

School should backup the two directories in backup device (e.g. Backup Tape). The
Administrator needs not to backup SEP source program. The source program can be
downloaded from EMB website (URL to be confirmed).

To recover data of the SEP, please make a copy of the above mentioned two folders first.
The simplest way is to rename the folders and remove them after the recovery task has been

completed.

To start the recovery task, the Administrator should stop the SEP (please refer to 3.1.1),
copy the backup data from backup device (e.g. Backup Tape) to the corresponding directories
(e.g. “c:/Program Files/SEP/datadir” and “c:/Program Files/SEP/mysql/data”) and then start the
SEP (please refer to 3.1.1).

If the SEP crashes, the Administrator is advised to un-install and re-install the SEP. Then,
the Administrator is suggested to restore the last backup data. To un-install the SEP, please

refer to Appendix D.
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3.5 Problems and Diagnoses

This section describes the tools and procedures for problems solving.

3.5.1 Resetting User Password

The Administrator can select a class (e.g. Form 1A), select the student(s) and click “Reset

Password” button. For detailed procedures, please refer to the Operation Manual.

3.5.2 Windows Event Log Monitoring

The Windows 2000 server provides a tool called “Event Viewer”. With Event Viewer,
the Administrator can monitor events recorded in event logs. According to the event logs, the
Administrator can understand the system workload and the corresponding effect on the
system's resources. The event logs assist the Administrator to diagnose problems. According to

the information from Microsoft (http://www.microsoft.com), the recommended procedures are:

1) Logon Windows 2000 as an server administrator
2)  Click Start, click Control Panel, click Administrative Tools, and then double-click
Event Viewer.

3) To open Event Viewer and to refresh the view, on the Action menu click Refresh.

3.5.3 SEP System Log Monitoring

In the SEP, there are six types of system log to facilitate the Administrator to review
daily operations. They are Login, Invalid Login, User Management, Survey Item Bank, Survey
Generator, Data Archive and Data Capturer (Figure 3.18). For each type of operation, the
system logs contain different detailed information. Table 3.4 shows the details recorded in each

type of operation.
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System Log

Date Range: ¢ [2004 w]{ 12 [w]{30 ¥ 15 . [2004 ¥]{ 12 [¥[{30 &

Login

Log Type:

Survey Generator
Data Archive
Data Capturer

Figure 3.18 System Log

To view the log records, select a date range and a log type and then click the “Search”
button (Figure 3.19). The system shows a list of logs with a date, an operator and an operation
fields. To view the details of the logs, click the “Details” button next to the log to be viewed

and the system shows the details of the log with remarks (Figure 3.20).

System Log

Date Range: ¢ oo . [2004 wf 12 (w130 v 75 . [2004 w|{ 12 w{30 v

Log Type

Survey Item Bank
Date
2004-12-30 11:01:02 PAITEZ Survey Item Bank - Add Survey iew

Operator Operation

2004-12-30 11:36:22 PAITEZ Survey Item Bank - Add Survey Wiewy
2004-12-30 11:47:43 PAITEZ Survey Item Bank - Add Survey Wigw
2004-12-30 13:29:27 PAITEZ Survey Item Bank - Add Survey Wig
2004-12-30 15:52:26 PAITEZ Survey Item Bank - Add Survey WiEne

Figure 3.19 Search system logs

Log Details

Date: 2004-12-30 11:01:02
Log Type: Survey Itermn Bank - add Survey
Operator: PAITES

Remarks: Survey: testing 1
Copy to: /Schoolfyany

Figure 3.20 Log details

For detailed procedures, please refer to the Operation Manual.
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Category Log Type Remark
User Management Add User “loginid”, “userid”, “name (en)”, “name (zh)”
User Management Update User “loginid”, “userid”, “name (en)”, “name (zh)”
User Management Delete User “loginid”, “userid", “name (en)”, “name (zh)”
User Management Restore Deleted User |"loginid”, “userid", “name (en)”, “name (zh)”
User Management Import User "loginid”, “userid", “name (en)”, “name (zh)”
Group Management Add Group “groupid", “name (en)”, “name (zh)”
Group Management Update Group “groupid", “name (en)”, “name (zh)”
Group Management Delete Group “groupid", “name (en)”, “name (zh)”
Group Management Set Privilege “groupid”, “name (en)”, “name (zh)”, “privilege

list”

Login User Login Record  |“userid”, “loginid”, “accessip”
Survey Item Bank Add Folder “Full path”, “Folder Names (Chinese and
Management English)”
Survey Item Bank Update Folder “Full path”, “Folder Names (Chinese and
Management English)”
Survey Item Bank Delete Folder “Full path”, “Folder Names (Chinese and
Management English)”
Survey Management Add Survey "Survey Title”, “Survey ID”, “Full path”
Survey Management Copy Survey "Survey Title”, “Survey ID”, “Full path”
Survey Management Update Survey "Survey Title”, “Survey ID”, “Full path”
Survey Management Delete Survey "Survey Title”, “Survey ID” , “Full path”
Data Archive Management |Archive data “Date Range”, “Scope of Data”, “File Name”
Data Archive Management |Restore data “Data Range”, “Scope of Data”, “File Name”
Data Capture Input data “Survey Title”, “Survey ID”, “Reference Number”

Table 3.4: System Logs Information
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3.5.4 Health Checking

In the SEP, there is a tool for health checking. The Administrator is recommended to

complete the steps as follows:

1) Logon Windows 2000 server as an Administrator.
2) Invoke Internet Explorer.
3) Type in the link http://localhost/sep/healthCheck.php.

4) The system launches a browser and requests for login (The default username: sep
password: +-*/) (Figure 3.21).

4

A
Belf-Evaluation Platform (ZEF)
EREEED:  [Q -]
B |

[ ELIEHAEn R

feEE | HLiH

Figure 3.21 SEP Logon interface
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5) The system shows the status of the machine and the installed components (Figure 3.22).

Checking disk spaces...
- Total disk space(C:): 34.23 GB
- Free disk space{C:): 26.29 GB {76.8%)

Checking read/write privileges...

$datadir:

- reading C:\Program Files\SEP/datadir... [OK]

- writing dummy to C:\Program Files\SEP/datadir... [OK]

- removing dummy from C:\Program Files\SEP/datadir... [OK]
$tempdir:

- reading C:\Program Files\SEP/Aemp... [COK]

- writing durmmy to C:\Program FileshSER/Aemp... [COK]

- removing dumnmy from C:\Program Files\SEP/emp... [OK]

Checking apache...
- Version: Apache/2.0.52 {Win3Z) PHP/4.3.9

Checking PHP...

- Wersion: 4.3.9

-iconv: 1.9

- MMcache: [OK]

Checking MySQL...

- connecting... [QK]

- check tables...
attribute [Ok]
class_schoalyear [QOK]
datafile [COK]
evaluationlist [OK]
evaluationlistitern [OK]
group_privilege [Ok]
groups [Ok]
logaction [OK]
logboak [OK]
mylogsheetheader [OK]
mylogsheetinfo [QOK]
mylogsheetobject [OK]
mylogsheetoptionreferencelist [OK]

nnnnnnnnnnnnnnnn

Figure 3.22 SEP Installation Status report

3.6 User Account Integration (UAI) with other system(s)

“User account integration (UAI) with other system(s)” at schools provides functions for
optional individual user account authentication in addition to the existing user account
authentication method. This optional method is an open source routine to enable schools to
modify it according to their needs

3.6.1 Planning for the Integration

With the “UAI with other system(s)”, you are allowed to integrate SEP user accounts with
various systems which include OpenLDAP, Active Directory, or any database systems.
Basically, TCP/IP is used to make connection between systems. To achieve the integration, you
should ensure that the connection between SEP and the master system(s) is ready. In addition,
you should prepare a user account mapping between SEP and the master system.

You may need some special functions which are not enabled by default in PHP in order to

connect the master system(s). For details, please visit http://www.php.net. If you follow the

integration example provided in this document, you should enable the LDAP function in PHP.
(You need to recompile PHP if SEP has been installed in Linux).
To enable the UAI, you need to prepare a PHP script called “SEPAuthorization.php”
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located in “[SEP]/userscript/” and add a wvariable “$EnableOtherAuthorization” to
“[SEP]/cont/profile.php” with value “true”. For details, please refer to Appendix F.

After completing the setting, you can start to map SEP user accounts with those of the
master system. To perform a simple UAI testing, you can search a user account (e.g. admin)
and enter value in field “REMOTEID” (a user account with the value entered in “Remote ID”
must exist in the master system). Login SEP with login ID (e.g. admin) in SEP and password in
the master system. You should review the settings and user account information if you cannot
login SEP. For the detailed integration procedures, please refer to Section 3.5 in Operation
Manual.

Schools are expected to create and modify “[SEP]/userscript/SEPAuthorization.php” file
only. If you add or modify other files, you should backup your scripts together with the
“SEPAuthorization.php” file. Otherwise, SEP patch(es) provided by EMB may overwrite the
scripts.

You can retrieve more information from the following websites -
® For PHP: http://www.php.net
® For OpenLDAP: http://www.openldap.org

® For Active Directory: http://www.microsoft.com
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3.6.2. Configuring SEP for the integration

Schools can configure the authentication method in SEP configuration file. The two
modes of user login authentication are “Using SEP database” and “Integrating with other
system(s)”. If “Integrating with other system(s)” is selected, “Change Password” and “Student
Password Reset” will be disabled. Password checking will also be ignored when importing user
accounts.

To enable UAI in SEP, you should follow these steps:-

1. Include required PHP Module(s) and update the PHP Configuration File
1) In Windows Platform, you should copy related DLL to system directory (e.g.
CAWINNT\SYSTEM32) and uncomment the related library in php.ini file (e.g.
C:A\WINNT \php.ini).
i1) In Linux Platform, you need to install related package(s) and then recompile PHP
with appropriate option(s).
2. Update the SEP Configuration File

1) Create an authorization script (SEPAuthorization.php) and put it under
[SEP]/userscript/.
i1) Add a variable “$EnableOtherAuthorization” with value “true” in

[SEP]/config/profile.php.

3.6.3 The Open Source routine

Schools can configure the authentication method in SEP configuration file. The two
modes of user login authentication are “Using SEP database” and “Integrating with other
system(s)”. If “Integrating with other system(s)” is selected, “Change Password” and “Student
Password Reset” will be disabled. Password checking will also be ignored when importing user
accounts. An OpenLDAP (Linux) sample routine is provided for this function. For the detailed

procedures of UAI, please refer to Appendix F.
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M | SEF Login Fage |-
M
Mo UA| enabled? S— Y es-
Yes “Remaote 1D
{In SEP) emply?
Yas

¢—Yes

SEP Main Page

Figure 2.23 Logical Flow of SEP authorization

The following script will be called if “UAI” is enabled and “Remote ID” is not empty

<?php
class SEPAuthorization {

function authorize ($loginid,

Spassword) {

// Write your code here to validate the user account with the master system
// Return true if the authentication is ok; otherwise, return false.

} // end function
} // end class

?>

3.6.4 Understanding Remote ID

A
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Figure 2.24 Comparison between existing authentication and authentication with User Account Integration.
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Each user should have a corresponding account in the master system. For mapping user
accounts between SEP and the master system, a new user property field, “REMOTEID”, will
be provided. For teacher and other user account import, there is a “REMOTEID” field added.
For student user account import, “REMOTEID” and “PARENTREMOTEID” fields are added.

An updated SQL statement for extracting student user accounts from WebSAMS into CSV
file will be provided. The CSV file contains “REMOTEID” and “PARENTREMOTEID” fields
with the value of “LOGINID” as the default value of “REMOTEID” and “p” plus “LOGINID”
as the default value of “PARENTREMOTEID”.

You can extract student accounts with respective remote IDs by the following SQL

statement.

SELECT b.SCHYEAR, # Il aREGNO as REGNO, a.CLASSLVL, a.CLASSCODE, a.CLASSNO, a.ENNAME,
a.CHNAME as CHNAME , a.SEX, 's' Il a.REGNO as LOGINID, 's' Il a REGNO as PASSWORD, substr(DOB, 0, 10) as
DOB, 's' Il 2 REGNO as REMOTEID, 'ps' Il aREGNO as PARENTREMOTEID FROM TB_STU_STUDENT as a,
TB_STU_STUSCHREC as b where a.stuid = b.stuid AND a.CLASSLVL !'=" and a.CLASSNO != 0 AND b.schyear =
2005

3.6.5 Managing Accounts not in Master System

In order to handle some SEP accounts, e.g. “parents”or “others” accounts which may not
exist in the master system, the respective remote IDs will be checked. If the remote ID is empty
for a SEP account, the account integration will not function and the current password
authorization procedure will handle this, even if the “Integrating with other system(s)” is
enabled.

In addition to using the empty remote ID mechanism mentioned above, a user account in
master system can be created and shared by different user accounts in SEP even if there is no
one-to-one user account mapping between SEP and the master system. It means that users
login SEP with different loginid but the same password. This can reduce the burden of

administrator to maintain one-to-one user account mapping.
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Appendix A - Installation Procedures for SEP on RedHat Linux 9.0

Before installation of the SEP on RedHat Linux 9.0, software in the following table must
be installed. Schools are recommended to use the suggested version as shown in the table.
Software packages can be downloaded from the website of the reference URL. Sections Al to

A4 are some tips on how to set up these packages.

Note:
- Apache, PHP, and MySQL should not be installed when installing Linux.

- Use the recommended versions instead of the default one.
- C compiler (e.g. gcc-xxxxxx.rpm) should be installed for compiling Apache and PHP.

- Other modules, such as libiconv, zlib, flex, automake, autoconf, libtool, are needed.

Software  |Version |Reference URL Remark
Linux Redhat 9.0|http://www.redhat.com - Other Linux
Platforms are not
verified.
Apache 2.0.x http://www.apache.org
MySQL 4.1.x http://www.mysqgl.com - Version 5.0 is not
verified.
PHP 439 http://www.php.net - Installed as an
Apache module.
- Iconv enabled.
- Zlib enabled
- MySQL enabled.
mmcache [2.4.6 http://turck-mmcache.sourceforge.net

After the successful installation of the Linux server and the required software packages,
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Administrator is advised to follow Steps 1 to 11 for SEP installation.

1)

2)

3)

4)

5)

6)

7)

8)

9)

10)

11)

Download the SEP package for Linux from EMB SEP website:
- English page: http://www.emb.gov.hk/sep/eng;
- Chinese page: http://www.emb.gov.hk/sep/chin;
- Package for Linux: sep-xxxx.tar.gz (e.g. sep-v1.0.0.tar.gz).
Extract the tarball to /ust/local directory:
- Assume that the SEP will be installed in /usr/local directory.
- tar —zxvf sep-v1.0.0.tar.gz —C /usr/local.
Change owner of the sep and Apache directory:
- Make sure that the owner of the sep directory and sub-directories are nobody and
the Apache runs as user “nobody”.
Set the installation path:
- Verify the configuration file under /usr/local/sep/conf/profile.php;
- Check if the installation path is correct;
- Modify the $phydir, if necessary (e.g. $phydir = “/usr/local/sep”).
Import Database:
- Change to /ust/local/sep/db directory;
- Import the sql file (e.g. mysql —u root —p < SEP.sql).
Create a database user “sep’:
- Login MySQL as root (e.g. mysql —u root —p);
- Run a command to add a new user (e.g. grant all privileges on sep.* to
‘sep’@’localhost’;).
Add the SEP alias to the Apache configuration file - httpd.conf:
- Edit [Apache]/conf/httpd.conf, where [ Apache] is the installed directory of
Apache.
- Add the sep alias (e.g. Alias /sep /ust/local/sep/www).
Update the php configuration file - php.ini:
- Set the variable “register globals” with value “on”.
Restart the Apache server:
- e.g. [Apache]/bin/apachectl restart.
Open a browser on this machine to check the system:

- e.g. http://localhost/sep/index.php.

Please follow the procedures in sections 1.3 to 1.4 to verify and customize the SEP on

Linux platform.
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Al. Apache Installation Tips

1) Download a Linux Version from Apache website:

- e.g. httpd-2.xxxxxx.tar.gz.

- To make sure that the file is clean, please do a MD5 checking
2)  Extract the file:

- e.g. tar —zxvf http-2.xxxxxx.tar.gz
3) Configure the Apache:

- e.g. ./configure "--with-layout=Apache

nn

--prefix=/ust/local/apache"
"--enable-module=so".
4)  Compile the Apache:
- e.g. make
5) Install the Apache:
- e.g. make install.
6) Make sure that the Apache service starts automatically after reboot:
- e.g. add this line “/usr/local/apache/bin/apachectl start” to file “/etc/rc.d/rc.local”.

Note:
- If you cannot access the homepage of this installed machine from other workstations,

please check the firewall configuration of this machine.

A2. MySQL Installation Tips

1) Download the RPM files
- MySQL-server-4.1.xxxxxx.rpm; and
- MySQL-client-4.1.xxxxxX.rpm
2) Install the RPM files
- e.g. rpm —Uvh MySQL-server.4.1.xxxxxx.rpm
3) Make sure that the MySQL service starts automatically after reboot

- e.g. add this line “service mysql start” to file “/etc/rc.d/rc.local”

Note:
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- Please install libiconv, if necessary.

- The package can be downloaded from http://www.gnu.org/software/libiconv/.

A3. PHP Installation Tips

1) Download the PHP.

2)  Extract the file (e.g. tar —zxvf php-4.3.9.tar.gz).

3) Configure PHP (e.g. '/configure' '--with-apxs2=/usr/local/apache/bin/apxs' '--with-mysql'
'--with-zlib' '--enable-tracks-vars' '--with-iconv").

4)  Compile PHP (make).

5) Install PHP (make install).

6) Copy the php.ini.dist file (e.g. php-4.3.9/php.ini-dist) to “/ust/local/lib/php.ini”.

7)  Edit the Apache configuration file (e.g. /usr/local/apache/conf/httpd.conf) and add
“index.php” to the Directorylndex and the following lines:

AddType application/x-httpd-php .php .phtml .php3 .php4
AddType application/x-httpd-php-source .phps

Note:
- Please install libiconv, if necessary.
The libiconv can be downloaded from http://www.gnu.org/software/libiconv/.

= Please make sure that “zlib” and ‘flex” are installed.

A4. MMCache installation Tips

What is MMCache?

MMCache is a free open source PHP accelerator, optimizer, encoder and dynamic content
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cache for PHP. It increases performance of PHP scripts by caching them in compiled state, so

that the overhead of compiling is almost completely eliminated. Also it uses some

optimizations to speed up execution of PHP scripts. MMCache typically reduces server load

and increases the speed of PHP code by 1 to 10 times.

1)
2)
3)

Download the MMCache from http://turck-mmecache.sourceforge.net/.

Extract the file (e.g. tar —zxvf turck-mmcache-2.4.6.tar.gz).

Configure MMCache

1)  export PHP PREFIX="/usr" (or export PHP PREFIX="/usr/local");

ii) $PHP_PREFIX/bin/phpize;

1i1) ./configure --enable-mmcache=shared
--with-php-config=$PHP_PREFIX/bin/php-config.

4)  Compile MMCache (make).
5) Install MMCache (make install).

6) Install as PHP extension and add the following line to php.ini.

extension="mmecache.so"
mmcache.shm_size="16"
mmcache.cache dir="/tmp/mmcache"
mmcache.enable="1"
mmcache.optimizer="1"
mmcache.check mtime="1"
mmcache.debug="0"
mmcache.filter=""
mmcache.shm max="0"
mmcache.shm_ttl="0"
mmcache.shm_prune period="0"
mmcache.shm_only="0"

mmcache.compress="1"

7)  Set the values of the variable extension_dir to “/usr/local/lib/php/extensions” in “php.ini”.

8)  Creating cache directory.

mkdir /tmp/mmcache

chmod 0777 /tmp/mmcache
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9) Copy mmcache.so from ‘/usr/local/lib/php/extensions/no-debug-non-zts-20030429’ to
‘/usr/local/lib/php/extensions’.

10) Set the values of the variable extension_dir to ‘/usr/local/lib/php/extensions’ in php.ini.

11) Restart Apache.

Note:

2 ¢

- Please make sure that “automake”, ‘autoconf”, and “libtool” are installed.
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Appendix B - Install SEP on other Windows Platform

The Administrator can follow the same procedures as mentioned in 1.2 — 1.4 to install,

verify and customize the SEP on Windows Platform other than Windows 2000 Server.

B1. License Issues on installation of SEP to Windows Workstation
(Including Windows NT Workstation, Windows 2000 Professional, Windows XP)

According to the information from Microsoft, schools are reminded the maximum
number of concurrent access to the workstation computer for Internet Information Services as

follows:

Microsoft Windows Platform Maximum number of concurrent access to Internet

Information Services

Windows XP Professional 10
Windows XP Home 5
Windows 2000 Professional 10
Windows NT Workstation 10

Table B1.1 Maximum number of concurrent access to Internet Information Services

For details, please kindly refer to the End User License Agreement (EULA) which

comes with the product accordingly.
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B2. Minimum and recommended hardware requirement for different Windows

platform

1)  Windows NT workstation / 2000 professional / XP (Table B1.2)

Minimum Configurations Recommended Configurations

CPU: Intel PIII 450 CPU: Intel PIII 1G or above
Memory: 128M RAM Memory: 512M RAM
Hard Disk: 5G disk space Hard Disk: 5G disk space
Display Card: VGA compatible Display Card: VGA compatible
Network Card: Intel interface 10 / 100M Network Card: Intel interface 10 /

network card 100M network card
Keyboard and mouse Keyboard and mouse

Table B1.2 Minimum and recommended hardware requirement for Windows workstations

2)  Windows NT /2003 server (Table B1.3)

Minimum Configurations Recommended Configurations

CPU: Intel PIII 450 CPU: Intel PIII 1G or above
Memory: 256M RAM Memory: 512M RAM
Hard Disk: 5G disk space Hard Disk: 5G disk space
Display Card: VGA compatible Display Card: VGA compatible
Network Card: Intel interface 10 / 100M  |Network Card: Intel interface 10 /

network card 100M network card
Keyboard and mouse Keyboard and mouse

Table B1.3 Minimum and recommended hardware requirement for Windows NT/2003 server
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B3. Special notes to Windows NT workstation and server installation
For Windows NT Workstation and Server, please note the information as follows:
*  SEP must be installed on Chinese Windows NT and Workstation.
e The Administrator must install Windows Installer and Windows NT Server /
Workstation Service Pack 6 first. Please note the reference URL:

http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=4B6
140F9-2D36-4977-8FA1-6F8AOFSDCAS8F

¢  The Administrator does not need to re-boot the computer after the Apache HTTP

server is installed.

© Copyright 2005 Education and Manpower Bureau Page 70



SEP-Administrator Manual Version 2.0

Appendix C — SEP File Structures and Software Components

The SEP includes the components as follows:

*  Apache 2.0.52 - Installation Directory [default - C:\Program Files\Apache]
e SEP - Installation Directory (sep dir) [default - C:\Program Files\SEP]

e PHP4.3.9 - (sep dir) / php-4.3.9

e MySQLA4.1 - (sep dir) / mysql

e  MySQL Data - (sep dir) / mysql / data / sep

*  Turck-mmcache 2.4.6 - (sep dir) / turck-mmcache

e Script - (sep dir) / www and (sep dir) / lib

e  Data File - (sep dir) / datadir
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Appendix D — Uninstalled the SEP

According to the steps as follows, the Administrator can un-install the SEP.

1)  Open Control Panel and Click “Add/Remove Programs” (Figure D.1).

B3 Control Panel

File Edit Wiew Fawvorites Tools  Help

§=Back + = - [t | ‘Chsearch L4 Folders o4 | FrEs E;' Ay | Ef-
Address |9 Contral Panel 1
=
o Accessibility  AddiRemove
Control Panel Options Hardware

Add/Remove Programs ‘E“

Installs and removes programs and
Windows components Butomatic Drate| Time Display Folder Options

Updates
Windows Update

Windows 2000 Suppark Af& % :;I’ @ |

Fonts Faming Internet Kevboard
Options Options
D <

Licensing Maouse Metwork and  MVIDIA nview
Dial-up Co...  Deskkop M...

B

Installs and removes programs and 'Windows components

Figure D.1 Add/Remove Programs
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2)  Click the “Remove” button next to “Apache HTTP Server 2.0.52” (Figure D.2).
=10] =
IN.;me vI

30.5MB

E8 Intel(R) PRO Metwork Connections Drivers
[ LiveUpdate 1.6 (Symantec Corporation) Size 2.92MB
ﬂ Microsoft JMET Framewark 1.1

ﬁ Microsoft Data Access Components KBSF0669

E Microsoft Windows Journal Yiewer Size 5.56MB

,%, Morkon Ankivirus Corporate Edition Size Z0,1MB

i) MYIDIA Display Driver

[ sEr Size 125MB

V2 W¥NC 4.0 Size: J1E6KE

ﬁ Windows 2000 Administration Tools Size: 324KE

ﬁ Sindows 2000 Hotfix - KBS20383 ;I
b e

Close |

Figure D.2 Un-install Apache HTTP Server

3)  Click the “Yes” button to confirm (Figure D.3).
=

Currently installed programs: Sork I:uy:l Mame ;l

\ Apache HTTP Server 2.0.52 Size 30.5MB = |

Click. here for suppott information.
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@ Are wou sure you want to remove Apache HTTP Server 2,0.52 from your compuker?
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i
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|
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Figure D.3 Confirm un-install Apache HTTP Server
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4)  Click the “Change/Remove” button next to “SEP” (Figure D.4).
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Figure D.4 Un-install the SEP

5)  Click the “Uninstall” button to confirm (Figure D.5).
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Figure D.5 Confirm un-install SEP
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6) Click the “Close” button to complete (Figure D.6).
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Figure D.6 Un-install SEP completed

7)  Select the Apache?2 folder, and delete the “Apache2” directory (Figure D.7).
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Figure D.7 Remove Apache2 directory
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Appendix E — Install the SEP on Windows Platform with IIS

*  Follow the steps in 1.2.1 to complete the installation procedure.
e Edit the Apache configuration file (e.g. C:\Program Files\Apache
Group\Apache2\conf\httpd.conf).
- Change the listening port from 80 to another port number (e.g. Listen 80
=> Listen 8080).
*  Restart the Apache2 Service (please refer to 3.1.1).
¢ Testing the system with the new port.
- e.g http://127.0.0.1:8080/sep/

Note: Please be reminded to update the domain name or IP in system settings. For

information, please refer to 1.4.3
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Appendix F — Procedures for User Account Integration with Other

System(s)

To integration SEP user account authorization with other system, please follow these steps.
1. Add the following line to [SEP]/conf/profile.php file

$EnableOtherAuthorization = true; // true for enable User account integration with other system(s)

2. To customize the mechanism of wuser account integration, create a file
[SEP]/userscript/SEPAuthorization.php and customize this script to fit your need. The
following is a LDAP server integration example.

<?php

// File : /userscript/SEPAuthorization.php

// Create Date : 2005/8/12

// Objective : sample routine for user account integration

// class
// The class name MUST NOT be changed.
class SEPAuthorization {

// class method

// The function name and function definition MUST NOT be changed.

// loginid -> login id for login to remote system, which is remoteid for each user
// password -> password key-in in login page

// return boolean, true for valid otherwise return false

function authorize ($loginid, $password) {

VVR 8
// This is a sample for LDAP.

// ldap connect (), ldap set option(), ldap bind(), ldap search()
// and ldap get entries() are fucntions in PHP LDAP library.

// For more information, please refer to PHP manual:

// http://hk.php.net/manual/en/ref.ldap.php

// The follow code segment can be customized for other system.

if ($loginid != ""){
// While IP address LDAP server is 192.168.1.100.

$ds=1ldap connect("192.168.1.100"); // must be a valid LDAP server!
if ($ds) {
ldap set option($ds, LDAP OPT PROTOCOL VERSION, 3); // set ldap connection
protocol
$r=1dap bind($ds) ; // this is an "anonymous" bind, typically
// read-only access
if (Sr){
$sr=1dap search ($ds, "dc=campusmart,dc=net", "cn=".$loginid); // search
by loginid
$info = ldap get entries($ds, $sr);
for ($i=0; S$i<$info["count"]; Si++) { // if node found
if (!$rnt) { // stop compare after authorize
if (isset($info[$i] ["userpassword"])) {
Srnt = trim($info[$i] ["userpassword"][0]) ==
trim($password); // authorize password

}
} // end loop
} // end binding
} // end connection
} // end login id is not empty
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siiiizssdsisssdssdssdsdsssdddssssadddtsddsstsaadsataaddditsdidi
return S$rnt;
} // end function

} // end class

?>
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Appendix G — Cross-Platform Migration Procedures for SEP

Step 1. Dump the database from MySQL in the source machine.

> mysqldump —u sep sep > sep.sql

Step 2. Pack the data files in the source machine.

zip or tar the data file directory — sep/datadir

Step 3. Copy the database file and data files from the source machine to the target machine.

(Before processing Steps 4 to 6, school must ensure that the same version of the SEP has been

installed in both the target machine and the source machine.)

Step 4. Remove the default database and create an empty database in MySQL in the target

machine.

> mysql —u sep
mysql> drop database sep,

mysql> create database sep;

mysql> exit

Step 5. Import the database file into MySQL in target machine.

> mysql —u sep sep < sep.sql

Step 6. Copy the data files to the corresponding directory in the target machine.

unzip or untar the data file directory — sep/datadir
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